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[Router Setting]

Router> (AH&-AF R E)

Router>enable

Router#conf t (ZZ|E A= EE)
Router(config)#hostname LAB_A (T4 EE)
Router(config)#interface e0

Router(config-if)#ip address 210.192.172.1 255.255.255.0
Router(config-if)#no shutdown

Router(config-if)#exit

Router(config)#interface el

Router(config-if)#ip address 210.192.173.1 255.255.255.0
Router(config-if)#no shutdown

Router(config-if)#exit

LAB_A(config)#enable secret class
LAB_A(config)#enable password cisco
LAB_A(config)#line vty 0 4

LAB_A(config-line)#login
LAB_A(config-line)#password cisco2

[Switch Setting]

>enable

#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
(config)#ip address 210.192.17x.x 255.255.255.0

(config)#ip default-gateway 210.192.17x.1




[Pc Setting]

C:>ip /ip 210.192.17x.x 255.255.255.0
C:>ip /dg 210.192.17x.1
6t =7 A".)

[Vlan Setting]

[switch 1]

config)#vtp domain (ho) [vtp domain =] <1H]
config)#vtp server

config)#vlan 2 [ServerZ A E Switch o A TH
config)#vlan 3 [ServerZ A7 H Switch o AT}

config)#interface ethernet0/x

(

(

(

(

(

(config-if)#vlan-membership static x
(config-if)#no shutdown
(config-if)#exit

(config)#interface fastethernet0/26
(config-if)#trunk on

(

config-if)#no shutdown

[Switch 2]

config)#vtp domain (ho) [vtp domain =™ 1]
config)#vtp client

config)#interface ethernet0/x

config-if)#vlan-membership static x

(

(

(

(

(config-if)#no shutdown
(config-if)#exit
(config)#interface fastethernet0/27
(config-if)#trunk on

(

config-if)y#no shutdown
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[Router Setting]

Router>enable

Router#configure terminal

Router(config)#interface serial 0

Router(config-if)#ip address 210.192.168.1 255.255.255.0
Router(config-if)#clock rate 9600

Router(config-if)#no shutdown

Router(config-if)#exit

Router(config)#interface e0

Router(config-if)#ip address 210.192.172.1 255.255.255.0
Router(config-if)#no shutdown

Router(config-if)#exit

Router(config)#interface ethernet 1
Router(config-if)#ip address 210.192.173.1 255.255.255.0
Router(config-if)#no shutdown

Router(config-if) #exit

Router(config)#router rip
Router(config-router)#network 210.192.168.0
Router(config-router)#network 210.192.172.0
Router(config-router)#network 210.192.173.0
Router(config-router)#exit

Router(config)#hostname LAB_A
LAB_A(config)#enable secret class
LAB_A(config)#enable password cisco
LAB_A(config)#line vty 0 4
LAB_A(config-line)#password cisco2
LAB_A(config-line)#login

LAB_A(config-line)#exit



[Router 2 Setting]

Router>enable

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Router(config)#interface sl

Router(config-if)#ip address 210.192.168.2 255.255.255.0

Router(config-if)#no shutdown

Router(config-if)#exit

Router(config)#interface ethernetO

Router(config-if)#ip address 210.192.174.1 255.255.255.0

Router(config-if)#no shutdown

Router(config-if)#exit

Router(config)#interface ethernetl

Router(config-if)#ip address 210.192.175.1 255.255.255.0

Router(config-if)#no shutdown

Router(config-if)#exit

Router(config)#router rip

Router(config-router)#network 210.192.168.0

Router(config-router)#network 210.192.174.0

Router(config-router)#network 210.192.175.0

Router(config-router)#exit

Router(config)#hostname LAB_B

LAB_B(config)#enable secret class

LAB_B(config)#enable password cisco

LAB_B(config)#line vty 0 4

LAB_B(

LAB_B(config-line)#password cisco2
(

config-line)#login

LAB_B(config-line)#exit

[Switch Setting]

>enable

#configure terminal

(config)#ip address 210.192.17x.x 255.255.255.0
(config)#ip default-gateway 210.192.17x.1




[Pc Setting]
C:>ip /ip 210.192.17x.x 255.255.255.0
C:>ip /dg 210.192.17x.1

[Network Access (standard)]

z 7
[ PC3< A 93 210.192.173.0 VIEY A ] RE PCE PClY H&E
[] PC5Z A|9)3F 210.192.174.0 M EYZS] ZE PCx PCloll H&E
O YA Qgdle] 2 PCE PClol H&ET 5= gtk

B b

LAB_A#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
LAB_A(config)#access-list 3 deny 210.192.173.0 0.0.0.255
LAB_A(config)#no access-list 3 deny 210.192.173.0 0.0.0.255
LAB_A(config)#access-list 3 deny 210.192.173.3 0.0.0.255
LAB_A(config)#access-list 3 deny 210.192.174.3 0.0.0.255
LAB_A(config)#access-list 3 permit 210.192.173.0 0.0.0.255
LAB_A(config)#access-list 3 permit 210.192.174.0 0.0.0.255
LAB_A(config)#"Z
LAB_A#show access-lists
Standard IP access list 3

3 deny 210.192.173.3 0.0.0.255 (0 matches)

3 deny  210.192.174.3 0.0.0.255 (0 matches)

3 permit 210.192.173.0 0.0.0.255 (0 matches)

3 permit 210.192.174.0 0.0.0.255 (0 matches)

LAB_A#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.

LAB_A(config)#interface e0
LAB_A(config-if)#ip access-group 3 out




[Network Access (Ex)]

z 7

[] 210.192.172.0 255.255.255.0 (Destination) YWE Y=o A& TAEE )3l
210.192.173.0 255.255.255.0 (Source) ol A& T2EO] telnetS *

[ YW A ZE X 210.192.174.0 255.255.255.0 JJEYIAZ 0] &

Press Enter to Start

Lab_A#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Lab_A(config)#access-list 101 deny tcp 210.192.173.0 0.0.0.255 210.192.172.0 0.0.0.255 eq
telnet

Lab_A(config)#access-list 101 permit ip any any

Lab_A(config)#"Z

%SYS-5-CONFIG_I: Configured from console by console

Lab_A#sh access-lists

Extended IP access list 101

deny tcp 210.192.173.0 0.0.0.255 210.192.172.0 0.0.0.255 eq telnet (0 matches)
permit ip any any (0 matches)

Lab_A#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Lab_A(config)#inter el

Lab_A(config-if)#ip access-group 101 in

Lab_A(config-if)#"Z

%SYS-5-CONFIG_I: Configured from console by console



